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Abstract: Aiming at the problem that complex security primitives in existing schemes were not suitable for re-
source-constrained IoT devices, a lightweight efficient anonymous identity authentication protocol for IoT devices was
designed based on physical unclonable function (PUF). Through the formal security model and ProVerif tool, it was
proved that the protocol satisfies 13 security properties such as information confidentiality, integrity, un-traceability, and
forward/backward secrecy. Compared with existing relevant protocols, the computing overhead of the protocol on the de-
vice side and the server side is 0.468 ms and 0.072 ms respectively, and the device storage and communication overheads
are 256 bit and 896 bit respectively, which is highly suitable for lightweight IoT devices with limited resources.
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(* IoT Device *)
let IoTDevice =
let Rid = puf(Ci) in
let RTMd = puf(CTM) in
let PIDi = prng(IDi) in
let m1 = (Rid, RTMd, PIDi) in
out (chl, m1); (* IoT Device => Cloud Server [private]. *)
event DeviceStarted(IDi); (* Start Device Auth *)
new ai: bitstring;
let A1 = xor(ai, xor(PIDi, IDTM)) in
out (ch2, Ai); (* IoT Device => Cloud Server *)
in (ch2, (xTb: bitstring, xCNi: bitstring, xCDi: bitstring,
XRDi: bitstring, xAuthD: bitstring));
let Cil' = xor(xCDi,ai) in
let Ci2' = xor(xCNi,Cil") in
let Ci' = match(ci1l', ci2') in
let Rid' = puf(Ci') in
let bi' = xor(xRDi, h(con(Ci', con(ai,Rid")))) in
let AuthD' = h(con(ai, con(bi', con(xRDi, Ci1')))) in
if AuthD' = xAuthD then
event DeviceAuthed(xAuthD); (* End Device Auth *)
new Ta: bitstring;
let Ci2 = prng(Ci') in
let Ri2d = puf(Ci2) in
let Ri2S = xor(Ri2d, h(con(ai, con(Ci2, con(bi', Rid'))))) in
let AuthS = h(con(ai, con(bi', con(Ri2s , Ci2)))) in
let PIDinew = h(xor(PIDi, xor(Ci2, Ri2d))) in
let m4 = (Ta, Ri2S, AuthS) in
out(ch2, m4). (* IoT Device => Cloud Server *)

K4 gizir A

(* Cloud Server *)
let CloudServer =
in (chl, (xRid: bitstring, xRTMd: bitstring, xPIDi: bitstring));
in(ch2, (xAi:bitstring));
event ServerStarted(xPIDi); (* Start Server Auth *)
new bi: bitstring;
new Tb: bitstring;
let ai' = xor(xAi,xor(xPIDi, IDTM)) in
let (Cil: bitstring, Ci2: bitstring) = algorithmi(Ci) in
let CNi = xor(Ci1l, €i2) in
let CDi = xor(Cil, ai') in
let RDi = xor(bi, h(con(Ci, con(ai',xRid)))) in
let AuthD = h(con(ai', con(bi, con(RDi, Cil1)))) in
let m3 = (Tb, CNi, CDi, RDi, AuthD) in
out (ch2, m3); (* Cloud Server => IoT Device *)
in(ch2, (xTa: bitstring, xRi2S: bitstring, xAuthS: bitstring));
let Ci2" = prng(Ci) in
let Ri2d' = xor(xRi2S, h(con(ai', con(Ci2', con(bi, xRid))))) in
let PIDSnew = h(xor(xPIDi, xor(Ci2', Ri2d'))) in
let AuthS' = h(con(ai', con(bi, con(xRi2s, Ci2')))) in
if Auths' = xAuths then
event ServerAuthed(xAuthS). (* End Server Auth *)
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-— Query not attacker (FIDSnewll) in process 1.

Translating the process into Horn clauses...

Completing...

Starting query not attacker (FIDSnew(])

FESULT not attacker (PIDSnew[]) is true.

-- Query not attacker (PIDinew[]) in process 1.

Translating the process into Horn clauses...

Completing. ..

Starting query not attacker (PIDinew[])

RESULT not attacker (PIDinew[]) is true.

-- Query inj-event (Deviceduthed(id)) ==> inj-event (Deviceluthed(id)) in process 1.
Translating the process into Horn clauses. ..

Completing. ..

Starting query inj-event(Deviceduthed(id)) ==> inj-event (DeviceAuthed(id))

FESULT inj-event(Deviceduthed(id)} ==> inj-event(Devicefuthed(id)} is true.

-- Query inj-event (Serveriuthed(id)) ==> inj-event (ServerStarted(id)) in process 1.
Translating the process into Horn clauses...

Completing...

Starting query inj-event(Serverduthed(id))} ==> inj-event(ServerStarted(id))
FESULT inj-event(Serversuthed(id)) ==> inj-event (ServerStarted(id)) is trus.

Verification summary:

Query not attacker (PIDSnew[]) iz true.

Query not attacker(PIDinew[]) is true.

Query inj-event (Deviceduthed(id)) ==> inj-event(Devicebuthed(id)) is true.

Query inj-event (Serverfuthed(id)) ==) inj-event(ServerStarted(id)) is true.
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